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Accessing Encrypted Emails Guide for Non-NHSmail users

Introduction

1.1.Purpose of Document

Target Audience: Recipients of encrypted emails sent from an NHSmail account

NHSmail is a national secure collaboration service for health and social care, designed to
enable the secure exchange of information by email and other methods. NHSmail uses the
Trend Encryption Micro service to support NHSmail users sending secure, encrypted emails
to any email service free global hosted email services such as Gmail/Hotmail and other
privately-run email services.

This document provides guidance for recipients of encrypted emails which have been sent
from an NHSmail account. It explains how to register for the service, open and read
encrypted emails and send an encrypted reply.

It also provides important guidance about information governance and ensuring sensitive
information that has been received remains secure.

Please note it is not possible for anyone other than an NHSmail user to initiate an encrypted
email exchange using the NHSmail encryption feature. If you are a non-NHSmail user and
wish to exchange information securely with a member of health or social care staff who uses
NHSmail, please direct them to the document: Encryption Guide for NHSmail.

Note: While encryption guidelines for NHSmail users in Scotland may differ, encryption is
recommended as best practice for anyone exchanging sensitive or patient data

Receiving an encrypted emalil

An encrypted email sent from an NHSmail address (ending @nhs.net) will contain a link to
access the encrypted message. The message reads:

PRIVATE AND CONFIDENTIAL

You have received an email message secured by Private Post. Please open the file
called Encrypted_Message.htm to read the message.

You have received an email message secured by Private Post.

Please open the file called ENcrypted_Message.htm to read the message.

Fig 1. An encrypted NHSmail message in Gmail

1. Open the file Encrypted_Message.htm. Your browser should allow you to either view
the file directly, or to download and then open the file
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MI’.‘E'L‘E Encrvption Portal secured by Private Post )

Private and Confidential

This email is secured by Private Post.
To view the message, please click Open Message

Open Message

Fig 2. The Encrypted_Message.htm file

2. Click Open Message and the account verification screen will appear

e Not registered? If you have not previously received an encrypted NHSmail email,
you will be redirected to an external website which will guide you through the
registration process to create an account with the NHSmail encryption provider.
This should only take a few minutes. See section four of this document.

e If you have previously registered with the NHSmail encryption provider, the system
may display the Account Verification screen (Fig 3).

3. If the account verification screen does not display your correct email address, click
Change

4. Enter your Password
e Or click Forgot your password or answers? if you have forgotten your

password.

5. Select a time from the Keep me signed in list. For the duration of the time selected,
you will remain logged in to the Trend Encryption Micro service. At the end of the time
selected, you will be automatically signed out

6. Click Continue

Account Verification L2)]

If you are on a public computer, we recommend using enforced security, @

Want to Reply?

Email person@gmail.com Change Full send,
receive and
Password: | -------- | reply functionality

Identification word  mhsmail P

Sraed My
Excrypese b (mad

Keep me signed in: never v ﬁ

Continue 4
Forgot yvour password or answers?
¥ou will be re-directed to the Encryption Portal website to reset Click Here
your password if you click this link to find out more

Fig 3. Account Verification

The system will display the encrypted message sent to you from NHSmail.
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From: person@gmail.com
@ To: LASTNAME, Firstname (NHS ORGANISATION] firstname.lastname@nhs.net

Sent: Wednesday, April 06, 2016 4:09:31 PM (GMT)
Subject: [EMCRYPT] Your Tests Results are Available

| Reply | | Reply All | | Forward |

Dear Mr Johnsonn
The results of your recent blood tests are now available.

Please call the Practice to make an appointment to discuss your results at your earliest convenience.

Kind regards

The Sunshine Lane Practice

Fig 4.

A test encrypted email

You will be able to:

Read the From, To, Sent and Subject information
Read the email message

Reply to the sender

Reply to all recipients

Forward the email

Download attachments

Receiving an encrypted email on an iOS mobile
device

There is a known issue with iOS mobile devices (such as iPhones and iPads) being
unable to receive encrypted emails. A workaround has been made available for users
of these devices and can be found on the Trend Micro website:
https://success.trendmicro.com/solution/1101512

The steps to take if you are an iOS mobile device user receiving encrypted emails are:

1.
2.

3.

Forward the encryption email that you receive to m@zd.trendmicro.com

You will receive a response email with a link in it — you should click on the link
which will take you to the Trend Micro website.

You will need to login with your email encryption credentials in order to read
the content.

The link received is only valid for ten minutes. If you do not login and access the
content within this time, you will need to send the email again to
m@zd.trendmicro.com.
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Once you have logged in, you will be able to reply and forward encrypted emails as
necessary.

Replying to and forwarding encrypted emails

You can reply to or forward encrypted emails. Your emails will be automatically encrypted.
You can include attachments if required.

To reply to or forward encrypted emails:

Open the encrypted NHSmail email

Enter your password if the system prompts you

Click Reply or Reply All or Forward (as required)

Enter the recipients in the TO: CC: and BCC: fields

Edit the Subject field (as required)

Add attachments (as required)

Enter a message

Click Send (Any recipient that hasn’t already registered to receive encrypted
emails will need to go through the process outlined in section 2 before
accessing the content)

ONOORWNE

Reply Securely

From: person@gmail.com
« Send me a copy of this message

To: LASTNAME, Firstname [NHS ORGAMISATION] firstname.lastname@nhs.net
cC:
BCC:
Subject: Re: [ENCRYPT] Your Tests Results are Available
Attachments: Choose File | Mo file chosen Upload
| Send |
[Font] ¥ ||[Size] ¥
BIUSESEEsE|—|ZE=ZFEAY

From: LASTNAME, Firstname (NH5 ORGANISATION) firstname.lastname@nhs net
Sent: 06 Apr 2016 16:09

To: person@gmail.com

Subject: [ENCRYPT] Your Tests Results are Available

Dear Mr Johnsonn
The results of vour recent blood tests are now available.

Please call the Practice to make an appointment to discuss vour results at your
earliest convenience.

e
Fig 5. A decrypted email
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Register to use encrypted emalil

If you have not previously received an encrypted email from the Trend Encryption Micro
service you will be redirected to the Trend Micro Private Post website. There you will be
guided through the registration process to create an account with the NHSmail encryption
provider.

Note: Registered recipients don’t need to re-register to read subsequent encrypted email
messages sent from any NHSmail user.

1.2.Start of registration

Registration

Your emall:
perscn @gmail.com (Mot your emad?)

Service provider:

f®) TREND.

Sler

Fig 6. Start of Registration

1. If your email address is not correctly displayed, click the (Not your email?) link
2. Click Register

e The Register Encryption Account screen will be displayed.
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) TREND.
Register Encryption Account w
Please ¢ fete the Tollowing ind: kom fo reglster your emall address.

person @gmailcom will be your dentity for encryption. Chanos

Select a Password
Your paitwold must bi o2 leait T charadters long, @

Paiiwmodd LT T T
Condum passwerd: rEmssreEmEnE

e —
Pagdwdnd strangti Sireng

Select Security Question
Sadect the fecunty guethion bo elp us confum your hently, The Mndwer thould be mamorsble, ursgue, i conlan 5L
beast three charactens.

Queshon: ['n‘\"hl was your first car? d
Afcpwer [‘.'.'. —

Sl your Identilication Word

Youwr identficatson word will appesr on suthentication screend, such & the Account venficatson snd Reset Password
screens, to confiren the valdty of the screens. Upon seeng your identfication word, you can be assured that i is safe
to type your mfarmabion.

Identficatson word . e
Halp US pravent Spaem 5 (e regeitratied by typan the (004 vou tad i fobowe image.

Type the code EB-LH
oy 8 - "1'4 £3' change the coda
g u u o Read the codd to mé

2
F 1 have road and apres to the Lsencs and Tems

francas Kakans Dackech xpatiol Posfumeis
Copyright & F003-2017F Trend Micro (Encryplion] Lid. A0 righis resereed,

Fig 7. Register Encryption Account

3. Type and confirm your password — you will need to use this password to open
encrypted emails sent to you

Select a security question and type the answer

Type an Identification word (this will appear on the authentication screens)
Type in the code displayed in the “CAPTCHA” image (the obscured code at the
bottom of the screen designed to prevent spam and fake registrations)

Tick the box to confirm agreement to the Licence and Terms

Once you have completed all the fields, click Continue

« The Check your email to activate your account screen will be displayed.

ook

© ~N
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) 1REND

Please Check Your Email to Activate Your Account

Check your inbox for a registration confirmation emall message and follow instructions in the emall message to
confinm your encryption account,

From: accounts-noreply@trendmicro.com
To: persan @gmail com

Mobte: If you do not see a registrabion confirmation email m your Inbox, check your spam folder,

Goserage

frgr‘r;glf‘ ikahang Dautsch aspariol Portuguis
Copyright @ 2003-2012 Trend Micro (Encryption ) Ltd. All rights reserved.

Fig 8. Check your email to activate your account
e A message prompts you to check your inbox for a registration confirmation email
message. Follow the instructions in the email message to confirm your encryption

account (see next section for more details).
9. Click Close Page.

1.3.Activating your account/Completing the registration
f®) TREND
S micro

Welcome to Trend Micro Email Encryption.

In order to complete your registration, dick the following nk to venfy your email address.

http://myprivatepost.com/zercdownload /completerepistration.aspx fregguid=1
Buserprivatepostpotiprivatepost1=0BIDFromEmail=ivatepostivatepostivatepostivatepostreg=MIGDBE |

If you need more information, please wisit:

http://support.privatepost.com/

Saincerely,

Trend Micro

Fig 9. Registration confirmation email message

1. Open the Registration confirmation email message in your Inbox. (If you do not see a
registration confirmation email in your Inbox, check your spam folder.)
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2. Click the link in the Registration confirmation email message.
e The Authentication Successful message will be displayed.

9, TREND,
MICRO

Authentication Successful

You have successfully authenticated and your message is being decrypted.

You may now close this page.

Close Page |

Copyright © 2003-2012 Trend Micro (Encryption) Ltd. All rights reserved.

Fig 10. Authentication Successful message
3. Click Close Page

This will complete your registration. Once you have successfully registered, you will be able
to open, read and download any attachments in encrypted NHSmail emails.

After registration, you can receive encrypted email from any NHSmail user and do not need
to register again if another NHSmail user sends you an encrypted email.

To read and reply to another encrypted message you just need to verify your identity using
the credentials you registered with when you first signed up to the service. If you forget your
password, the system includes a self-service password reset feature.
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If another organisation sends you an encrypted email using the same Trend Micro powered
email encryption, your Trend Micro account credentials can be used to decrypt these
messages too.

M) TREND.

Account Verification L

If you are on a publc computer, wea recommend uisng enforced secunty,
Want to Repl',r?
Email person @gmail.com Changs Fuil s
Passward: reply functionalit
Identihication word nhsmail
Keap ma signed in: never v i
Continge
Eoigot wour password of answers?
Cllck Here
i Ut more
francais italiang Dautsch aspaiiol Portuguds
Copyright @ 2003-2012 Trénd Micro (Encryplion) Ltd. Al righls reserved,

Fig 11. Authentication screen once an account has been created

Note: You do not need to click on the Want to Reply? link to use the service. If you click on
Want to Reply (shown in screenshot above), you'll be given the opportunity to install a
Microsoft Outlook ‘add-on’ that will provide you with the means to send encrypted replies to
emails that you receive. You should be aware though that if you install the add-on to a
shared computer, someone else could see confidential messages you have received as
these will appear in your normal mailbox. Clicking on Want to Reply will give full guidance on
how to download and install the add-on.

Keeping encrypted emails secure

Before replying to an encrypted email, ensure that the recipient is expecting it and is ready to
handle the contents appropriately as part of an agreed clinical or business partner sensitive
data workflow, particularly if it contains sensitive or patient identifiable information.

If you wish to keep any received emails we recommend you download them and store them
safely as required.

Although all attachments sent or received through the NHSmail encryption service will be
virus checked we do recommend your organisation runs its own anti-virus software.

Note for third-party/commissioned provider organisations: it is your responsibility, on
behalf of your employing organisation, to safeguard any data received in line with the data
protection and information governance requirements agreed between your organisation and
the sending organisation. If required, you should retain unencrypted copies of any encrypted
email received in your local information repositories as per your local information governance
policies and processes.
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If you are a patient and are receiving information from health or social care staff using the
NHSmail service, you should have given consent to the organisation to exchange
information with you before they send it. Once received, it is your responsibility to look after
any sensitive information sent to you.

You should consider whether the computer on which you access the information is shared
with other people — if so they may be able to view any information you receive. There are
various excellent sources of guidance on how to keep information secure such as
www.getsafeonline.org.

Help and further guidance

For help please visit the Trend Micro support site at:
http://www.privatepost.com/support/fags/aspx

Or call the national NHSmail helpdesk on 0333 200 1133 or email helpdesk@nhs.net
Recipients of NHSmail encrypted emails that require help with registration should refer to the
help provided on the registration website.

Frequently asked questions

If | want to forward an encrypted email I've received to someone else, will the email
remain encrypted?

Yes. Any recipient added will receive the message securely (encrypted). They will then have
to register or log-in to an existing Trend Micro account, as detailed above.

What is the maximum number of email addresses that can be included on areply to
an encrypted email or when the email is forwarded?

You can reply or forward the encrypted email to a maximum of 200 recipients. All recipients
will then have to register or log-in to an existing Trend Micro account, as detailed above.

Is message tracking (e.g. delivery or read receipts) available on encrypted emails?
No. Email delivery over the Internet has no guarantees that a message will reach its
intended recipient as Internet email can be silently lost.

What is the maximum attachment size | can send on encrypted email
replies/forwards?
35Mb.

What types of attachments can be included on encrypted email replies/forwards?
Certain file types that can contain potentially harmful content are blocked by the NHSmail
service and cannot be sent or received. The list of blocked attachments can be found in the
Attachments Guide.
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